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Blockchain Security

Blockchain systems carry significant value by now. Smart contracts, computer programs that are
executable in blockchain networks, provide logic for a variety of use cases. Examples include
gambling, auctions, escrow services, or lending without a central intermediary. Often, the programs
are valuable targets for attackers and first occurrences of security incidents were reported already.
However, there is currently no systematization of attacks on smart contracts, making a directed plan
of action difficult to develop. The aim of this thesis is therefore to develop a systematization of
available attacks on smart contract systems using the attack tree notation. The tree should be based
on existing literature and practice on blockchain software engineering. The scope and research
method varies depending on the type of thesis (i.e. Master’s or Bachelor’s thesis).
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